Security in wireless networks has traditionally been considered to be an application layer issue. However, with the emergence of ad hoc and other less centralized networking environments, there has been an increase in interest in the potential of the wireless physical layer to provide communications security. Information theory provides a natural framework for the study of this issue, and consequently there has been a resurgence of interest in information-theoretic security in recent years, particularly for wireless channel models. Of course, the use of information theoretic concepts to characterize communications security dates to Shannon's earliest work, and the important work on the wire-tap channel by Wyner and by Csiszár and Körner in the 1970's addressed security issues for broadcast communications. But, recent work has taken these early ideas and expanded on them considerably, by examining multiple access channels, cognitive communications, compound channels, fading, multipleantenna (MIMO) transmission, code design for secure transmission, feedback, authentication, secure network coding, and many other issues. This paper will review recent contributions of the authors and their co-workers in this general area. In particular, a new channel model for wireless multiple access communication will be introduced. For this channel, in which security issues arise naturally, recent results characterizing reliable communication rates under secrecy constraints (possibly perfect secrecy) will be presented. Then, general design principles that are essential to achieve secure communication will be postulated. Finally, additional recent research on the topic of information-theoretic security will be discussed briefly as time permits. These results include the secrecy capacity region of fading broadcast channels, coding design for wiretap channels, and the impact of feedback on secrecy rate.
